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1	Decision/action requested
This is a discussion paper to revisit the KAUSF desynchronization problem. It reveals that the current solution is subject to the replay attacks. A new solution is proposed to address this issue, and SA3 is kindly asked to endorse this document.
2	Reference
[1]		 S3-191603, Aligning the storage timing of KAUSF in 5G AKA with EAP-AKA'

3	Rationale
S3-191603 aligns the behaviour of 5G AKA and EAP AKA’ with respect to the storing timing of KAUSF in AUSF, i.e. the AUSF stores the KAUSF when the authentication has been successfully completed.  This solution works well if there is no attack in the 5G network. However, the KAUSF will be not synchronized if an attacker launches a relay attack between UE and the AMF.  As a result,  the KAUSF is stored at the UE side, while the KAUSF in the AUSF will not be updated. 

NAS SMC procedure has twofold functions: one is for the negotiation of the security capablitiles and cryptograhic algorithms, the  othe is for the key confirmation to the KAMF in order to synchronzie the KAMF between UE and the AMF. In this way, UE and AMF can always has the same view with respect to the KAMF even if there exists relay attacks. Following the same principle,  we  propose to make the implicit key confirmation to the KAUSF on the basis of the NAS SMC procedure, i.e. at the UE side, the KAUSF is stored only after the NAS SMC procedure is successful, and at AUSF side, the KAUSF is updated only after receiving the notification which indicates that NSA SMC procedure is successfully completed
[bookmark: _Toc513201990][bookmark: OLE_LINK21]4	Detailed Description
4.1	 Relay attacks
An attacker can launch a relay attack between the UE and AMF to force the KAUSF to be desynchronized between the UE and AUSF. The attack flow is illustrated in Figure 1.  


                                                   Figure 1. The procedure of the relay attack 
The steps of the attack are as follows:
1. An attacker captures SUCIs transmitted between UE and AMF over the air interface. The attacker sends the captured SUCI to the AMF to invoke the authentication procedure.
2. After receiving the SUCI, the AMF sends an authentication request to the HPLMN
3. The HPLMN responds to the AMF with the authentication response, which includes authentication vector
4. The AMF sends the authentication request to the attacker, which contains RAND and AUTN
5. The attacker forwards the authentication request to the UE
6. The UE calculates the authentication response with the received RAND andAUTN
7. After authenticating the network successfully, the UE derives the KAUSF and stores it. The UE sends the authentication response to the attacker, while the attacker does not forward this message to the AMF. After the timeout, the AUSF does not store the KAUSF since the AUSF updates the KAUSF only after receiving the authentication request which indicates the successful authentication procedure. As a result, the UE and the AUSF has the different view on the KAUSF 
[bookmark: _Toc3550117]4.2 Possible solutions
NAS SMC procedure has provided the key confirmation to the KAMF between the UE and AMF. If the update of the KAUSF at the UE side is invoked only after the successful NAS SMC procedure, this provides the implicit key confirmation to the KAUSF as the KAMF is derived from the KAUSF. Although the AMF has no knowledge of the KAUSF, it can inform the AUSF about the successful NAS procedure in order to achieve the same view with the KAUSF between the UE and the AUSF. There are two possible timing points to update the KAUSF at the AUSF side: one is that the KAUSF is updated after receiving the authentication request, the other is that the KAUSF is updated after receiving the message that indicates the successful NAS SMC procedure. This corresponds to the following two solutions.
4.2.1  Solution 1
As shown in the Figure 2, at the AUSF side the KAUSF is updated immediately after the authentication procedure is successfully completed, whilst at the UE side the KAUSF is updated after the successful NAS SMC procedure.


                                                                      Figure 2. Solution 1
This solution is still subject to the man-in-the –middle (MITM) attack between the UE and AMF. After the successful authentication procedure, the AUSF updates the KAUSF. An attacker between the UE and AMF can make the NAS SMC procedure unsuccessful by modifying the messages exchanged between the UE and AMF.The UE therefore will not update the KAUSF. As a result, the KAUSF will be out-of-sync between the UE and AUSF.
4.2.1  Solution 2
As shown in Figure 3, both the UE and AUSF update the KAUSF only after the successful NAS SMC procedure.


                                                                     Figure 3 Solution 2
The seps of the solution are as follows:
1. The UE and AUSF authenticate each other successfully
2. The UE and AMF perform the NAS SMC procedure. After the NAS SMC procedure is successfully  completed, the UE updates the KAUSF, 
3. The AMF sends the notification message to the AUSF, which indicates the successful NAS SMC procedure. The AUSF stores the KAUSF after receiving the notification message. 
This solution is not subject to either relay attacks or MITM attacks between UE and AMF. Such attacks will interrupt the NAS SMC procedure so that the UE does not update the KAUSF, and the AUSF also does not updates since it cannot receive message from the AMF that indicates the successful NAS SMC procedure. As a result, this solution can ensure the KAUSF synchronization between the UE and AUSF.
5. Proposal
The solution 2 is recommended to be deployed to address the KAUSF desynchronization problem between the UE and AUSF.
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